Handout A103-06 
Computer Related Crimes
(N.C.G.S. § 14-454-458)

§14-454 Accessing computers 

(a) It is unlawful to willfully, directly or indirectly, access or cause to be accessed any computer, computer program, computer system, computer network for the purpose of:

(1)  Devising or executing any scheme or artifice to defraud unless the object of the scheme or artifice is to obtain educational testing material, a false educational testing score, or a false academic or vocational grade, or obtaining property or services other than educational testing material, a false educational testing, score, of a false academic or vocational grade for a person, by means of false or fraudulent pretenses, representations or promises. 

A violation of this subsection is Class F felony if the scheme results in damages of more than one thousand dollars ($1,000), or if the property or services obtained are worth more than one thousand dollars ($1,000).  Any other violation is a Class 1 misdemeanor.

(b) Any person who willfully and without authorization, directly or indirectly, accesses or causes to be accessed any computer, computer program, computer system, or computer network for any purpose other than those in section a above is guilty of Class 1 misdemeanor.

(c) The phrase “access or cause to be accessed” includes introducing, directly or a self-propagating computer program) into a computer, computer program, computer system or computer network.) Any person who willfully and without authorization, directly or indirectly, accesses or causes to be accessed any educational testing material or academic or vocational testing scores or grades that are in a government computer is guilty of a Class 1 misdemeanor.

(d)  For the purpose of this section, “access or cause to be accessed” includes introducing directly or indirectly, a computer program (including a self-replicating or a self-propagating computer program into a computer, computer, computer system, or computer network.

§14-455.  Damaging computers, computer programs, computer systems, computer networks, and resources.

(a)  It is unlawful to willfully and without authorization alter, damage, or destroy a computer, computer program, computer system, computer network, any part thereof.  A violation of this subsection is a Class G felony if the damage caused by the alteration, damage, or destruction is more than one thousand dollars ($1,000). Any other violation of this subsection is a Class 1 misdemeanor.
(a1)
  It is unlawful to willfully and without authorization alter, damage, or destroy a government computer.  A violation of this subsection is a Class F felony. 

(b)   This section applies to alteration, damage, or destruction directly, indirectly, a computer program into a computer, computer program, computer system, or computer network.
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§14-456.  Denial of computer services to an authorized user.

(a) Any person who willfully and without authorization denies or causes the denial of computer, computer program, computer system, or computer network services to an authorized user of the computer, computer program, computer system, or computer network services is guilty of a Class 1 misdemeanor.

(b) This section also applies to denial of services by introducing, directly or indirectly, a computer program (including self-replicating or self-propagating computer program) into a computer, computer program, computer system, or computer network.

§ 14.457.  Extortion

Any person who verbally or by a written or printed communication, maliciously threatens to commit an act described in G.S. 14-55 with the intent to extort money or any pecuniary advantage, or with the intent to compel any person to do or refrain from doing any act against his will, is guilty of a Class H felony.

§14.458.  Computer trespass; penalty

(a) Except as otherwise made unlawful by this Article, it shall be unlawful for any person to use a computer or computer network without authority and with the intent to do any of the following:


(1)  Temporarily or permanently remove, halt, or disable any computer data, computer programs, or computer software from a computer or computer network.


(2)  Cause a computer to malfunction, regardless of how long the malfunction persists.


(3)  Alter or erase any computer data, computer programs, or computer software.


(4)  Cause physical injury to property of another.  


(5)  Make or cause to be made an unauthorized copy, in any form, including, but not limited to, any printed or electronic form of computer data, compute programs, or computer software residing in, communicated by, or produced by a computer or computer network.


(6)  Falsely identify with the intent to deceive or defraud the recipient with the transmission of  electronic mail through or into the computer network of an electronic mail service provider or its subscribers.

A person is “without authority” when (i) the person has no right or permission of the owner to use a computer, or (ii) the person uses a computer or computer network, or the computer services of an electronic mail service provider.

(b)  Any person who violates this section shall be guilty of computer trespass, which offense shall be punishable as a Class 3 misdemeanor.  If there is damage to the property of another and the damage is valued at less than two thousand five hundred dollars ($2,500) caused by the person’s act in violation of this section, the offense shall be punished as a Class 1 ($2,500) or more caused by the person’s act in violation of this section, the offense shall be punished as a Class 1 felony.

(c)  Any person whose property or person is injured by reason of a violation of this section may sue for and recover any damages sustained and the costs of the suit.

