Business Computer Technology Ethics

and Security Vocabulary
Antivirus Program — A computer program that detects viruses and repairs files.

Bomb — A destructive computer code or virus designed to activate at a specific time.

Commercial Software — Software whose copyright is owned by the author/software publisher.

Copyright — Protection giving the owner the exclusive right to reproduce or distribute copies of his or her own work.

Encryption — Process of converting readable data into unreadable characters to prevent unauthorized access.

Ethics — The moral guidelines that govern the use of computers and information systems.

Freeware — Software that is given away free of charge, but whose author still retains all rights.

Hacker — A person who secretly gains access to computers and files without permission.

Hoax — A program intended to scare users into thinking they have a virus.

Password — A safeguard for access to a computer or computer program.

Phage — A program that modifies other programs, operating systems, and databases.

Piracy — The illegal copying and distribution of software.

Public Domain Software — Software that is not copyrighted and is free to copy and distribute.

Shareware — Copyrighted software distributed free of charge on a trial basis with payment by the honor system.

Trojan Horse — A virus that is disguised as a useful piece of software.

Virus — A computer program designed to cause damage to computer files.

Worm — A destructive computer program that bores its way through a computer’s files or through a computer’s network.
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Classifying Software

Commercial Software

· Considered to be proprietary software

· Copyrighted by an individual or business

· Permission needed in order to copy

· Software is usually disabled after a specified number of uses if not registered 

Shareware

· Copyright protected

· Distributed free on a trial basis

· Payment by the honor system for satisfied users

· Owner retains the copyright

Freeware

· Given away free of charge

· Owner retains the copyright

· Program cannot be sold or altered without permission

· Not necessarily free to copy and distribute

Public Domain Software

· Not copyrighted 

· Donated for public use

· Free to copy and distribute
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Types of Viruses
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Bomb - Destructive computer code or virus designed to activate at a specific time.

Hoax - A program intended to scare users into thinking they have a virus.

Phage - A program that modifies other programs, operating systems, and databases on a Personal Digital Assistant.

Trojan Horse - A virus designed as a useful piece of software.

Virus - A computer program designed to cause damage to computer files.

Worm  Destructive computer program that bores its way through a computer network.
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Safe Computing Tips
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· Make back-up copies of all files on a regular basis.

· Don’t share disks from other computers. This will increase the chance of catching a virus.

· Don’t boot from a floppy disk.

· Write-protect your disks.

· Use an anti-virus program to scan your files on a regular basis.

· Use caution when downloading files from the Internet — many are virus infected.
· Never open an e-mail attachment unless you are expecting it and it is from a trusted source.

· Use an anti-virus program that will automatically detect viruses downloaded from the Internet.

· File sharing on a local area network (LAN) may also expose your files to a virus.

· Change passwords frequently.

· Do not use common names; instead use a combination of text, numbers, and symbols for passwords.
